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Various bits of information about users accessing Web sites, some of which are 
private, have been gathered since the inception of the Web. Increasingly the 
gathering, aggregation, and processing has been outsourced to third parties. The 
goal of this ... 
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In recent years anti-spam filters have become necessary tools for Internet service 
providers to face up to the continuously growing spam phenomenon. Current 
server-side anti-spam filters are made up of several modules aimed at detecting 
different features ... 
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Virtual Machine Monitors (VMMs) are a common tool for implementing honeypots. 
In this paper we examine the implementation of a VMM-based intrusion detection 
and monitoring system for collecting information about attacks on honeypots. We 
document and ... 
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As one of the most successful applications of image analysis and understanding, 
face recognition has recently received significant attention, especially during the 
past several years. At least two reasons account for this trend: the first is the 
wide ... 
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We examine the problem of keyboard acoustic emanations. We present a novel 
attack taking as input a 10-minute sound recording of a user typing English text 
using a keyboard, and then recovering up to 96% of typed characters. There is no 
need for a labeled ... 
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infoscape is an online collaboration environment developed for an undergraduate 
digital image design course, aimed to facilitate intuitive transfers of creative ideas 
between students without explicitly making this the goal of the processes 
involved. ... 
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This paper presents a new pairing protocol that allows two CPU-constrained 
wireless devices Alice and Bob to establish a shared secret at a very low cost. To 
our knowledge, this is the first software pairing scheme that does not rely on 
expensive public-key ... 
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With the increased use of botnets and other techniques to obfuscate attackers' 
command-and-control centers, Distributed Intrusion Detection Systems (DIDS) 
that focus on attack source IP addresses or other header information can only 
portray a limited ... 



Keywords: anomaly detection, distributed intrusion detection, payload correlation, 
privacy preservation, signature generation 
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The anomaly-detection problem can be formulated as one of learning to 
characterize the behaviors of an individual, system, or network in terms of 
temporal sequences of discrete data. We present an approach on the basis of 
instance-based learning (IBL) ... 



Keywords: anomaly detection, clustering, data reduction, empirical evaluation, 
instance based learning, machine learning, user profiling 
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Phishing is a model problem for illustrating usability concerns of privacy and 
security because both system designers and attackers battle using user interfaces 
to guide (or misguide) users. We propose a new scheme, Dynamic Security Skins, 
that allows ... 
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In the conventional steganographic framework, a covert message is hidden within 
a larger, seemingly innocent message. We argue that this framework must be 
extended in order to adequately model the means and goals of modern 
collaborative systems. Whereas ... 



Keywords: collaborative systems, steganography 



http portal.acm rg/i ults.cfm?query= 28pass> i range_query=&zadv=l&CFID=18450619&CFTOKEX=62886463 (5 of 7)1/15/2009 3:27: 18 PM 



Resul t 1 J 1 i j i id random and character an t nd ( ] 



September MM&Sec '07: Proceedings of the 9th workshop on Multimedia & 
2007 security 
Publisher: ACM 

Full text available: ^||pd1 (483.37 Additional Information 

KB) terms 
Bibliometrics: Downloads (6 Weeks): 6, Downloads (1 2 Months): 90, Citation Count: 0 



Executing binaries without interference by an outside adversary has been an 
ongoing duel between protection methods and attacks. Recently, an efficient 
kernel-patch attack has been presented against commonly used self-checking code 
techniques that use ... 
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Context-sensitive guidance (CSG) can help users make better security decisions. 
Applications with CSG ask the user to provide relevant context information. Based 
on such information, these applications then decide or suggest an appropriate 
course of ... 
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On behalf of the Organization Committee, it is our pleasure to welcome you to the 
22nd Annual ACM Symposium on Applied Computing (SAC 2007). This year, the 
conference is hosted by Seoul National University and Suwon University in 
Gyeonggi-do, Korea. ... 
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